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Lecture 1:  Watermarking and Fingerprinting
(passive copyright protection)

Lecture 2:  Tracing and Revoking pirates.
(copyright protection via encryption)

Copyright Protection
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o [igitalollects are very easy to copy:
0 usicO 0 oviesl Telt0 O0ecutallesdl O elmoney.

o [Ool to protect digitalcopyrighted contentl
0 0 ain topic ol this [ecture.

« [Ohould content Oe protectedl (not our main topic)
0 00 Dilon 000 ayear in Doreign trade Dor the 0.
0 Ohould not conllict Oith Mairfllusel doctrine.

# Can content Oe protectedl
0 Persistent pirate 0 illall ays succeed in copying.

0 Technolbgy can potentially prevent smalllscalk copying:
lkeeping honest peoplk honestl

[ ethod 1: copyright crall [ers
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# From here onlalllays use music as an elample.

+ Ouppose e had a Dcontentlall arell hash Ounction:
0: Onusicl - [Oshort stringsl
satisllying:
1.00 0, and O, aretlo music cllps (eq. 0 PO Dilks)
that plhy the Osamel song then 0o@,)00@,

2.0ivenacllp [ a pirate cannot create an
DacceptalleOclp 00 suchthat O0(@) = 000D

o [ ash Qunction must resist alllsignallprocessing tricksl
# [ o such hash Ounctions elist 00
0 Onknolln. (some clhim to have them)

[ sing these hash Ounctions
« Write a copyright crall [er as OolIb0s:
0 Craller has 00 ol hashes ol allcopyrighted content.

0 Cralller constantly scans alll el sitesl
Oal all netlorkdD apsterQetc.

0 For every music [ile Doundl compute hash oll music
lile and compare to 00.

0 00 match is Dounddcallthe bl yers.
# Prolllems:
0 0 ash Ounctions unlikely to elist Oor music.
0 [ oes not protect against anonymous postings: pullus
0 Oery high Oorklbad.

O0amples
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o Oigill arc 0 arcl pider. Ocans Dor pirated images.

o 0cOi: 0.0hivakumardO tanlord.
0 cral[k the Oell boking Oor academic plhgiarism.

0 Oeverallsuccess stories.
0 http:000000d0.stanlord.edullshivall €0 0 DscamOnlo.htm0

00ght improvement: [atermarking
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+ Ocontentlal arel hash Ounctions may not ellist.
+ 0Odea: at the recording studio emled a hidden 0 atermark in the
music Dilk:
0 OmlOed(D00): outputs a Datermarked version oll music 0
Oith the inlormation 0 emledded in it.

0 Retrieve( 0 0): takes a [ atermarked music Oile 0 Oand
outputs the emledded Datermark 0.

+ Properties:
0 Watermark must e inaudil[e.
0 Watermark shoul (e rollust: 0,00mled(@ m)

Oiven O [ pirate cannot create an Dacceptallkd O,
such that Retrieve(l ,)# 0.

0 [ote: Datermark must resist alllsignallprocessing tricks.
Resamplinglcroppingllbll Opass filkeringlll s




& Copyright crall ler uses [Retrievel aljorithm.
o [Oenelits:
0 Copyright crall [br does not need to maintain 00 oll
alllcopyrighted materiall
0 [ o need Dor content allare hash.
0 Watermarking music lseems( to (e an leasier( prolllem.

+ Oame prolllems as Oellore:

0 [ oes not dellend against anonymous postings.
0 0igh Oorkbad.

Rolust [

e

atermarks

oy
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o Dote: typicalyll Imled 0 Retrieve alhs are kept secret.

# Do rollust Datermakring systems ellistl
00 nknolln.

00 tir0 ark: generic toollllor removing image 0 atermarks.
0 O0Ovious ol 0 atermarking scheme.

. Obj1
0000 O challenge: maJrk

0 Oroken: Feltenlet all obj2
o mark

Watermarking Images (200 papers)
# DigiMarc: embeds creator’s serial number.

- Add or subtract small random quantities from
each pixel. Embedded signal kept secret.

+ Signafy (NEC).

- Add small modifications to random frequencies of
entire Fourier Spectrum.

- Embedded signal kept secret.
& Caronhi: Embed geometric shapes in background.

+ SigNum Tech. (SureSign).

[0 atermarking Music @on papers)

# Aris Tech (MusicCode):

-Date: 000 bitsOsec of music }
+ Solana (EIDNA)

- 0 sed by OiquidAudio.

Merged to form
Verance
Used by SDMI

¢ Argent:
- Embed full text information.
- Framellased: info. inserted at random areas of signal
- Secret key determines random areas.
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Method 2: policy watermark

« No copyright crawlers.
+ Embed usage policy as watermark in music file.

« Every music player in the world works as follows:
- Use Retrieve algorithm to check if watermark exists.
- If so, play music only if policy is satisfied
(e.g. payment, authorized player, etc.).

+ Big big problems with this:
- How to upgrade all music players? Why would consumers agree?
- Retrieve algorithm is in the public domain.
- Makes watermarking an even harder problem.
- Open source players will ignore embedded policy.

# Seems to be the approach preferred by RIAA.

Method 0: Oingerprinting

+ No copyright crawlers. No big brother 00 players.
+ Oompletely passive.

# Basis idea:
- embed a unillue user Il into each sold copy.

- If user posts copy to web or Napster,
embedded user Ill identifies user.

« Oroblem:
- Need ability to create distinct and
indistinguishable versions of oblect.

- Dollusion: two users can compare their oblects to
find parts of the fingerprint.
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Orace [ Revoke schemes
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Oontent protection via encryption
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& Basic idea:
- Dontent distributor encrypts content before
releasing it. Release: 0 0 Ejlcontentl

- Decryption key embedded in all players.
- Olayer will only decrypt if policy is satisfied.

# Note: cannot prevent copying after decryption.
- User can probe bus to sound card.

- Unlike watermarking: watermark is embedded in
content. Oropagates in cleartext copies of content.

o [roblem: what if one pirate uses reverse engineering
to expose global key k ??
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Example: 0SS
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+ 05s: Dontent Scrambling System
Used to protect 000 movies.

o Each 000 player manufacturer i has key 0;, eg. [
Embed same key [, in all players from sony.
Every 000 movie M is encrypted as follows:

0. encllcontent 0 E;IMO 0 O - a random key.
0. E[]scmy':lkl:| . EDphiIipst . I
About 000 manufacturer keys.

sony

Oroblems with 1SS

Ao o

o OellsS:
- Extracted manufacturer key from
Oing software player.

- Oould then decrypt any 000 movie that could be
played on the [ ing player.

- MOAA revoked [ing key: disabled all 0ing playersQ
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+ Bigger problem:
- Encryption algorithm in 1SS is based on 00 SR
- Dery fast: video rate decryption on weak 000 player.
- Dery weak: given one manuf. key can get all keys.
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Be’r‘rer‘ revoca‘rlon ‘rechml]ue
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# Basic idea: embed a distinct key in every player'.
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Players: A (& .A.

# Every node v has an associated key 0,.
# Every player corresponds to leaf node.
o Oey for player i: all keys on path from root to leaf i.

Revocation
# Initially: encrypt all content with key at root.
- Any player can decrypt content.

# When player i is revoked encrypt content-key so
that all players can decrypt other than player i.

A% &
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0 ow to tell which player to revokell
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& When pirate plllishes sinllle key on Internetll DAA
knows which keys to revoke.

+ What ill pirate sells pirated players(
- D ow can [ DAA tell which keys ell Dedded in player(l

o DolOtion: Oracinl systell s can interact with player and
deterll ine how to revoke that player.

- Dowl 0ol ework.




